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Description

« CyberSAFE, short for Cyber Security
Awareness For Everyone, IS
CyberSecurity Malaysia's initiative and ;
Outreach  Department tasked  with Pl
educating and enhancing the awareness '
of the general public on the technological
and social issues facing internet users,
particularly on the risks they face online.
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SAFER INTERNET DAY 2015

10FEBRUARY Let’s create a better internet together
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CYBERBULLYING:
SAFEGUARD YOUR
CHILDREN
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Report any eyber security
incidents to Cyber999

FRAUD Malicious Content Related

PHISHING Malware Pornography

Intellectual Properties D OS
FRAUD PURCHASE Spam National Threat

ONLINESCAM

UNAUTHORIZED TRANSACTION .

Leonemveemen - INfrusion Cyber Harassment
LOTTERY SCAM Account compromise Cyber Bullying

FRAUD NIGERIANSCAM Defacement Cyber Stalking

Vulnerabilities Report INTRUSIONATTEMPT
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MUCERT #cyberaag

Malaysia Computor Emargency Rosponse Toam

\\ 1300-88-2999  24x7 5
Emergency: +6019-266 5850 DOWNLOAD

Cyber999 Mobile Apps
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cyber999 [at]cybersecurity.my
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MALAYSIA'S CYBER SECURITY INITIATIVES

National Cyber Security Policy

Thrust 1:

Effective “Malaysia’s CNII shall be secure, resilient JR¥ApRIETERE]
Governance

Thrust 5:

and self-reliant. Infused with a culture of Reliance
security it will promote stability, social

Thrust 2 well being and wealth creation”
Legislative &

Regulatory Banking &

Framework Pyt " i . Finance
' n.'.._-‘;a\,

Government
] r-l

Service . .
Thrust 3: e -

Cyber Security izl Defense s |t

Securlty

Thrust 6:
Compliance &
Enforcement

Thrust 7:
Cyber Security

Emergency
Readiness

Technology pa——— -
Framework L

Information &

I’]IC&tIOI’] :
Thrust 4:

Culture of Security &
Capacity Building

Thrust 8:
International

Cooperation
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Bad Guys’ Perspective Users’ Perspective
Bad guys are constantly Most users are more
finding for the weakness focused on how to use
of each components to computer to do their

ensure the success of daily tasks but no so
malicious attack much about their security

“If you think technology can solve your security problems, then you

don't understand the problems and you don't understand the
technology” - Bruce Scheneir
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#1 — BYOD
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#1 — BYOD

The BYOD perfect storm

Explosion of data, devices and anytime, anywhere connectivity

200 million 50% Nearly half

companies allowing number of millennials
BYOD have experienced who will make up the
a security breach workforce in eight years

employees bring their
own device to work

182 billion 510 )74 1/3

mobile application of business mobile admit to breaking of
downloads by 2015 devices to be personally would break policy to
owned by 2013 use personal devices




#1 — BYOD

PROS

CONS

Happierore Productive Employees

Personal Distractions

Money and Time Saved on Training

Resources used to implement a BYOD
policy

Increases mobility allowing employees
mare flexibility

Privacy issues and less structure

Employees are more likely to take care of
devices, therefore less IT maintenance

IT may have difficulty supporting various
types of devices

Encourages collaboration

More ways of collaboration leads to
security and compatibility issues

Employees keep up-to-date with latest
technology

Legal Liability




#1 — BYOD

MANAGEMENT 8

CLEARPASS DEVICE

POLICY MANAGER MANAGEMENT L.

VISITOR o
MANAGEMENT ma®

DEVICE
HEALTH w

One place to manage all things BYOD
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#2 — Cloud Services
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#2 — Cloud Services
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#2 — Cloud Services
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#2 — Cloud Services

Scale and

Cost

Cloud Computing
Pros & Cons

MNext

Generation
Architectures

Encapsulated

Change ,k+

Management

Reliability



#2 — Cloud Services

{- Compliance ‘

 Goverance | e

—— | o L Archltm:turﬁJ
{ protection J 1 i :
T~

[_AufthhilﬂT_J




44%SER"JER ROOM
l]%EAHTHl]I.IAI{ES ISSUES

60%

HUMAN | h6%
ERROR % - -UNEXPECTED
_ UPDATES
(%7 " & PATCHES
29% Eﬂﬁ'ﬁﬂ 20% FRE OR ons



| CybersSecurity||

MALAYSIA

#2 — Social Media
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Social Media Communication
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Social Comment &
Bookmarks Reputation
Crowdsourced
Pictures Content
- i Blog Platforms
LiveCasting - A -
Video and Audio (Gaconmea il B Inewsyine]
L) N oo | @) i e :
sh ELLSCULE CYABLE TYPE (@)
Wiki . m Blogs/Conversations
A g
Wl TWiki kyte % -_
j— ) N &
y : -"“\\ wetpaint | w&
Musie P, CEhyie Bleg Communities
The Conversation -
The Art of Listening, ? e :aIE Micromedia
Learning, and Sharing ==
Events
Lifestreams
Documents
Specific to Twitter
Video Aggregation SMS/Voice
Social Networks
Location Niche Networks
Customers \\’

Service Networks
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WHD MIGHT BE ABLE TO READ THIS? )

COULD Ak
SOMEONE
MISINTERPRET T H I N FiﬁEEEJ”
WHAT I'M SAYING? '
BEFORE YOU POST ONLINE COULD

SOMEONE FEEL
AM | SHOWING /\ DISRESPECTED?

A BAD SIDE OF

MYSELF? AM |
REVEALING TOO
MUCH ABOUT

MYSELF?




safebook

YOUNR

THINK

Think before
you post

Only connect
with friends

Be kind
to others
PASSWORD
Don’t share |
your password j Keep your
PRIVACY settings private

Don’t be hurtful /

towards others

PARENTS & TEACHERS Jl]  FRIENDS | THE BULLY

Join Facebook W@ DON'T: Stay silent N Rt Re=pond
Understand how it works

‘ DO; Save what they say
Unfriend the person
Block them

‘ DO: Help your friend

Teach safety and responsibility
Privacy - check their settings $:5.°;to::'1ep:rilr';¥s

Tell a Friend
Tell your teacher

Tell your Parents
Report the person

TELL ° UNFRIEND . BLOCK ° REPORT

This is our reaction to cyber-bullying. We must all play our part! Play yours - email design@fuzion.ie for a print ready file
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#5 — Soclal Engineering

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and used to exploit people.

= Successful social engineering results in partial or complete cireumvention of an enterprise’s
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect.

* Social engineering principally involves the manipulation of people rather than technology to
breach security.

Attacker

Internet
Back Office Firewall 2002 GartnerG?2
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#5 — Soclal Engineering
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The Social Engineering Attack Cycle

Information
Gathering

Execution to
Achieve the

Objective

o 2002 Gannerts.s
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#5 — Soclal Engineering

What's the most dangerous social engineering
threat to organizations?
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#6 — Phishing

How Phishing Works

nal mformatlon A
e Or message tries to
0 revealing personal

Never reply to
uspicious emalls




#6 — Phishing

9. The hacker uses the backdoor to steal information & \
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- 1 o A hacker targets a company.
Using social networks or other
internet data, he finds employees
with access to company
data/systems.

8a. Opened website causes
credentials to be stolen/malware
to be installed.

--- 8b. Opened attachment causes
malware to infect the computer/
smartphone/network.

:‘J

Cemt ANATOMY OF A SPEAR g
o e PHISHING ATTACK sesmmsstmtee-

6. The email is opened because

they “know’ the sender. \ /

5. The email Passes the spam filt
and arrives at the employee’s inbox.

D
—

3. A fake but recognizable email
address is created to impersonate
a colleague or boss.

4. A persanalized email is sent to the employee
from the fake address with a link or attachment.



#7 —\Vshing & SMShing

Quick Heal

A phishing attack which uses
social engineering over the

Ph h telephone system to gain access
IS Ing to personal and financial

information

A phishing attack wherein a
victim receives an SMS that

SmShlng claims to be from a reputable

source and asks for their
personal information.




Don’t Phish Me




End Message

Cyber Security
is everyone's
responsibility...

Protect your information
at home and at work!



THANK YOU
for listening

o~
Jazannul Azrig Aripin

Senior Executive Outreach,
CyberSecurity Malaysia

Email . azrig@cybersecurity.my
website : www.cybersafe.my

inquiry : cybersafe@cybersecurity.my
reporting : cyber999@cybersecurity.my
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Thank you

Corporate Office Northern Regional Office
CyberSecurity Malaysia, CyberSecurity Malaysia,

Level 5, Sapura@Mines Level 19, Perak Techno-Trade Centre

No. 7 Jalan Tasik Bandar Meru Raya, Off Jalan Jelapang

The Mines Resort City 30020 Ipoh, Perak Darul Ridzuan, Malaysia
43300 Seri Kembangan

Selangor Darul Ehsan, Malaysia. T:+605 528 2088

F: +605 528 1905

T :+603 8992 6888
F:+603 8992 684| o www.facebook.com/CyberSecurityMalaysia
H:+61 300 88 2999
Q twitter.com/cybersecuritymy
Sejensc g & www.youtube.com/cybersecuritymy

info@cybersecurity.my
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